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The Standards People

Agenda

( ETSI TC INT = Activities on « Autonomic Management & Control of Networks
and Services»: Technical, Operational & Regulation Challenges towards Industry
Consensus

(JETSI 5G PoC Program under TC INT AFI WG

 ETSI GANA - Multi-Layer Artificial Intelligence (Al) Framework for
Implementing Al Models for Autonomic Management & Control (AMC) of
Networks and Services

J Al in Performance Test Systems
J Testing Al Models for Closed-Loop (Autonomic) Network Automation

(J Al Generic Test Framework for Testing ETSI GANA Multi-Layer Autonomics &
their Al Algorithms for Closed-Loop Network Automation
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ABOUT ETSI TC INT AFI WG

Core Network and Interoperability Testing (INT)/

AFl WG = Autonomic Management and Control Intelligence for Self-
Managed Fixed & Mobile Integrated Networks
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The Standards People

ETSI GANA Multi-Layer Al & Autonomics Framework;
Key Liaisons and Deliverables

Aigone

TR 103 473 Softwarization and R 103 404
GANA Instantiation Autonomic Networking GANA Instantiation onto

onto BBF Architectures f 3GPP Backhaul & Core
eS| —)»

Network
é ETSI TC INT AFl WG

Tewmalroman

IG 1167 I1G 1177

GANA Adoption in ODA
(Endossement)

ETSI GANA Model as Use
Case in Implementing
Autonomic Management and
Control of IMT-2020

Networks Y.3324

5G E2E Architecture White paper
6.4 section « Autonomic Networking »

Liaisons have been established
with
+ Linux Foundation
TIP (Telecom Infrastructure Project)
ETSI ISGs (NFV, ENI, NGP, ZSM, ...)

ngmn - next generation mobile networks
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The Standards People

ETSI TC INT WI: Scenarios, Use Cases & Requirements for Autonomic Networks
1) ETSITS 103 194

ETSI GANA Cross-Layer Autonomic & Cognitive “Business-Service-Network”
Framework, and Benefits and Value Creation it brings

ETSI TC INT AMC standalone & 2 ETSI TC INT WI on Testing 3
Federated AMC Framework ETSI TS 103 195-2 AMC / Al Systems (5G use caes)

5G Systems (supporting highly disaggregated 5G Autonomic Networks and
and modularized capabilities) must evolve to embedded AMC / Al Models, must be

“Smart Networks of the future” operated on assessed under Programmable
principles of dynamically adaptive Autonomic Training, Testing, Monitoring, Intent-
Management & Control (AMC) powered with based Orchestration and Service &
Al capabilities, meeting Regulation Security Assurance through Test

requirements (e.g. Accountability, Audit, Ethics)

Systems powered with Al capabilities

£) ETSITCINT 5G PoCs on Autonomic 5G Network Slicing Mgnt & Control

5G Network Slices Creation, Autonomic & Cognitive Management and E2E
Orchestration; with Closed-Loop(Autonomic) Service & Security Assurance
of Network Slices

https://intwiki.etsi.org/index.php?title=Accepted PoC proposals |
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THE ETSI 5G POC (PROOF-OF-CONCEPT) PROJECT
UNDER TC INT AFI WG

Operationalizing the ETSI GANA Framework for Autonomic
Management & Control (AMC) of Networks and Services

https://intwiki.etsi.org/index.php?title=Accepted PoC proposals (For White Papers Downloads)
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The Standards People

Topics & Demos being carried out to Expose Gaps in
Standards and Address Industry Challenges

» Federated GANA

Interprets Service Defini
@b (use cases and businesd

e2e Service Ochestration

.............................

GANA: Generic Autonomic Network Architecture

= w=p  V2X Slice

owledg
Planes (KPs)
Management &
Control(with Data

[l ¢mmmnf] tmmmelemmnn gy gmmae U

s URLLC Slice s we o €MBB Slice
> = 10T Slice Smart Buildings

Autonomic

Connec'ey Home
Securlty\\}\
& Infotam

%

\ Smart Homes }
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ETSI GANA Reference Model and Instantiations
ETSI TS 103 195-2
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l / Profile/

l Administrator/

I Network Operator

|

|

|

|

|

tast Coptrol-Loo

etwork Element

l (NE)-Physical or

I Virtual

|

| Managed Entities (MEs) |~
Resources: i.e. Protocols,

I Stacks & Mechanisms, and

lﬂpmi.c_a!i_qn Layer Applicationg_| 1_

Knowledge Plane

Network Level Routing Management DE £

Network Level Fault Management DE

Other Network Level DEs

e.g. Network Level QoS Management DE ]

Vertical

I-Loop

Reference @ @,
Point: NeMd
NE (router, terminal, switch, NE (router, host, switch,
gateway, base-station, etc.) gateway, base-station, etc.)
Node_Main_DE }: 1> Node_Main_DE
INoDgg
D == @ — NoMe NoMe—— @——
/ 3
Function-Level DE, e.g. ||| | | | [Function-Level DE, e.g.
QoS Management DE 1| QoS Management DE
DeMe FuDd *~
BN @—— DeMe DeMe —4- @—— DeMe
b
' -
~ (Managed Entities 1 ‘Managed Entities (MEs))
o i | Lol i v
¢ to DEs] fo DEs]
Horizontal

Reference
Point

Hierarchy of
Decision Elements

(DEs)

(GANA Level-4)

]Network Level DEs

_Outer Control Loop

Node Level DEs
(GANA Level-3)

Function Level DEs
(GANA Level-2)

Protocol Level DEs
(GANA Level-1)

The Complex
Cognitive
Algorithms for Al
(e.g. Machine
Learning (ML),

Deep Learning
(DL)..)

Moderate
Cognitive
Algorithms for Al
(e.9. Machine
Learning (ML),

Deep
Leaming(DL), ..)
Less Complex
Cognitive
Algorithms for Al

Zero to much
much less

Algorithms for Al

Increasing Compexity level of Cognitive Algorithms for Al

In Decision-Making-Elements (DEs)

Instantiation onto CSPs’ Networks deEEEErts
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The Standards People

Federated GANA Knowledge Planes for RAN-, Backhaul- and 3GPP

Core Networks complemented by low level autonomics

ETSI TR 103 404
GANA Knowledge Plane

< GANA Knowledge Plane(s) for HerryofDocison
ESEa TS Backhaul and Core Networks 3
TSea / (Higher level DEs)
C-SON ‘ -
Interworking / Hsbork Lavst
Collaberation . = - (GANA Level-4)
Reference ]

Interworking / _]

Collaboration B
Reference Point
\ g
&

Point

\p’ﬁbw ‘csg = Q)
ed Autonom" /- V_h\ 03 p
N < GANA Levels | 2& 3

e 7!354"';DE5 for Core Node, Function,
% >0 hal ocol Levels

s/ O Network Ele r}:f: i
(NEs)

Packet Data Network

’
’
'

’ Q ;k,lif

GANA Levels 2& U
3 DEs for RAN

<}
15 .-"“.
F} 1] >
—ls A =0 iy 2Nt
N =

Network °: - "
Elements (NEs) N = " NenscEp
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Federation of GANA Knowledge Planes for E2E Autonomic (Closed-
Loop) Service & Security Assurance of 5G Slices

Interworking/Coordination Refar(e‘rlfp,Point for E2E Federation of the Knowledge Planes (KPs) for E2E Autonomic (Closed-Loop) Service Assurance

ETSI7__\

The Standards People

_ _ ‘_ ‘ 1 — ' GANA Hierarchy of
/€5 G Ko e " (GAA Kouis i 1) (AU Ko P (€)oo  Decison
ulti- ccess : I "
& Backhaul Transport Network Network (e.g. 5G SBA-based Core Net) ) Eiements(DEs)
[l Fioa & pavs cco anns Auto-Configuration 0E Network Level Decision Element (DE) Network Level Decision Element (DE) 0
(e, QoS Management_DE) (e.g QoS Management_DE)
g gON ) Powered by Complex Analytics for Powered by Complex Analytics for 5“__:2‘;"’&*“‘:."":?5'
AR Autonomics/Al (Cognitive) Algorithms Autonomics/Al (Cognitive) Algorithms © For Higher Level Autonomics
GANA > | MoblityMansgament_De and Complex Event Processing (CEP)— and Complex Event Processing (CEP)— Using the More Complex
Knowledge [ iovuniosaes P — all for AMC all for AMC i Cognive Alorits (eg.
Plane : ton (Safware I\ Wers Functonfsofwarebran) 1) T Lotning Al o) e
& MBTS Function (Software Library) y | MBTS Function (Software Library) |/ \ unction (Software Library) Leaming Al ) that
for RAN J/ S drive “Slow Control Loops”
\ T that operate on the wider
network-wide views to Self-
) Adapt the underlying network
services
Interworking/Coordinati a
;a:onr::c:; 1nc:ol e F(':‘;zrr\;?r:::iongrn Interworking/Coordination
Reference Referende Point
Point
Node and Function Level DEs
o (FGANA Levels2&3)
T - ! I o REIWTTR THILHGTS! i For Lower Level Autonomics
: Multi-RAT RAN =" X-Haul Transport i Using the Less Complex
GANA Levels2 & 3 Indl. 5 N B ey i Cognitive Agorithms needed to
DEs for Network fici: L Network ... wté diive "Fast Control Loops” for
: padiat I T N B Core Network local reaction within the NEs or
nfrastructure (e.g. ~ “AEEEL/ - t Network (09,50
RAN)Network el SBA's CPFs and UPFs)
Elements (NEs)
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The Standards People

Multi-Layer Autonomics and ETSI GANA Knowledge Plane(KP)
Integration with other Systems (Integration APIs)

0SS/BSS L

and/or Configuration
Management System in general

Element(DE) (e.g. Security
Management_DE)
Powered by Complex Analytics for
Autonomics/Al (Cognitive)
Algorithms and Complex Event
Processi }

Other Types of
Data/Info/Knowledge Sources &
Event Sources:
* Meta-Data

Es/NFs;:.

Legend:

=== =NBI (NorthBound Interface)
implemented as an API (e.g.
RESTFul API) or Protocol. The
GANA KP uses the NBI exposed
by the entity to program the
network or services, or to
configure the entity to export
Data, Info, Knowledge, or Events
to the GANA KP or other
consumers
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ETSI 5G POC WHITE PAPER NO.5 [THE FOCUS HERE]

Artificial Intelligence (Al) in Test Systems, Testing Al Models and the ETSI GANA
Model's Cognitive Decision Elements (DEs) via a Generic Test Framework for

Testing ETSI GANA Multi-Layer Autonomics & their Al Algorithms for Closed-Loop
Network Automation
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Key Takeaways of the White Paper No.5

e Benefits of Al in Test Systems
e Approaches to Testing Al Models in general

e Standardizing a Generic Test Framework for Testing GANA Components for
Autonomics

e Test Solutions that play a role in Enabling Autonomic Management &
Control of 5G Slices

e Invitations for Contributions to the Newly launched Work Item in ETSI TC
INT: Al in Test Systems and Testing Al Models

13
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THE BENEFITS Al BRINGS TO TEST SYSTEMS (EMBEDDING
Al IN A TEST SYSTEM/COMPONENT)

Al in Performance Test Systems
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Al in Performance Test Systems

Why does Al fit especially well in performance testing?‘zA

Over 95% of all performance measurements are regression tests!

Implications:

« Performance regression tests is a learning process in the
behavior of the tested system!

This can be handled particularly well by Al in a system performance
testing tool. Results would be less and more focused measurements

of the most critical system characteristics.

« Frequent performance tests produce huge amounts of measurement
data!

This can also be handled particularly well by Al in a system
performance testing tool. Results would be faster and better
analysis of behavior trends of the tested system indicating
potential future performance problems at an early state.

User Conference on ETsI( \\Wmmfconcem g@
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Al in Performance Test Systems

What is required (4)? A
A®L
Specific for performance measurements are evaluation of test results.

Functional AN

requirements

This is manual work today that can be eliminated

* QA work on Functional requirements

Non-functional
requirements!!

Evaluation of measurement results can be done fast and precise
based on performance requirements
With Al in performance test tools

16
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The Standards People

Al in Performance Test Systems

Other possibilities? A
AN
Performance measurements that run for long time can be monitored.

Trend analysis of captured data can be done during execution ...

Functional\

requirem ery QA work on Functional requirements

Non-functional
requirements!!

... Test execution can be aborted when it is pointless to continue

With Al in performance test tools

User Conference on ETSI@\ R — @
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TESTING Al MODELS FOR AUTONOMIC AND COGNITIVE
MANAGEMENT & CONTROL OF NETWORK RESOURCES,
PARAMETERS AND SERVICES

Testing Al Models for Closed-Loop (Autonomic) Network Automation
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The Main Aspects in Testing Al Models/Systems in General

] Key stakeholders, their roles and responsibility demarcation
] Data Validation
J Algorithms Testing and Model Validation

( Non-Functional Testing (e.g. Performance Testing and Security
Testing)

J Integration Testing

User Conference on ETSIM N 41 vt ot concn 9@=
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ETSI GANA / AMC Cognitive c/d DEs (Al / ML Models) life

cycle and Stakeholders:
Development - Training — Testing — Certification — Deployment - Auditing

' Supplier / Marketplace CSP’s Training & Test CSP’s Production Environment
of Cognitive GANA c/d DE Environment of Cognitive Deployment of Cognitive
(Al / ML Models) T e GANA c/d DE © g - GANA c/d DEs F 'ﬁ‘ 3
T (Al / ML Models) m (Al / ML Models) M

< S

Trained & Tested
Cognitive GANA /AMC W

d/cDE
(Al / ML Model)

d/cDE
(Al / ML Model)

d/cDE
(Al / ML Model)

Procurable ‘-' Deployable
. ognitive GANA /A

Regulator / Auditor 3rd Party Tester

il Independent Certifier
of Cognitive DE - . - of Cognitive DE . of Cognitive DE . _ .
(Al / ML Model) 'ﬁ‘ J (Al / ML Model) 'ﬂ' (Al / ML Madel) T
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Concept of GANA DEs (Al / ML Models) Marketplace in the'¢ontext™
of Al Models Test and Certification and associated stakeholders

- — -1 _ETSI GANA - AMC_ DEs (Al / ML Models) Marketplace: Potential scope |--—-| ~-| Marketplace’s Client |— —
Marketplace Administrator " ‘% '
(Governor) ’m P SO 1_ P — ’N‘ Prosumer

AMC _DE (Al / ML Model)
CSP’s internal Stakeholders

I

AMC _DE (Al / ML Model)
Regulator, Test & |
Certification Stakeholders |
I

(B2B model) .
. Al Strategy,
[ Policy & Licence
. 1 Manager =

Cognitive DE
[ (Al / ML Model)
: ‘ Procurer

(AMC) Autonomic
Management &
Control Domain

r ’ﬂ' * Expert(s)

“Cognitive' DE
(Al / ML Model)

Regulator m

e
*.
‘e
.
v

Training Data
- . ‘Repository
'H’ Manager

Cognitive DE
(Al / ML Model)
Training/Testing
and Deployment
Manager

fuedpig
/ dauped

Data Manager
Raw Data input I

r '"' '(Datasets) . Customer
(Verticals)
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Stakeholders in Test and Certification of GANA Cognitive DEs and
GANA Knowledge Planes

[ Service
Provider

- Generstor Tool

Network Governance Policios, Goals
_____ and Configuration Data
Exposing View encapsulated by the Network Profile)

Test & Perf and Quality Evaluation
of GANA AMC dDE or cDE

r 3
L] \

T sicbichye B I

l 1

.

. 4 i

*

.

.

Configuration
& Adaptative
Control

Trained & Tested (O
GANA/AMC  |o.|

dDE or ¢DE |
(A1 ML Model

iLe
Monitoring Info
Data/ Info required
for local control-

Any Other ] EXposing Vie

Knowledge
Plane &
PRODUCTION

NETWORK ~

(Cvents Stats

LNIANNOUMIANT
1S3L ¥ ONINIVL

ANId440 (13aon
TN/ IV) 3AVYNYD

(re)-Training

Raw Data
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Designing the Test Systems/Components for Testing
Autonomics Al Models, and Challenges in Al Models

 Time it may take for an Al Model for autonomic management and control to
meaningfully be applicable and be able to keep pace with dynamics of the network

[ Time it may take for an Al Model embedded in a Test Component/System to
meaningfully be applicable and be able to keep pace with dynamics of the network

[ Verdicts Passing in Testing Al Models, and How Suppliers of Al Models (e.g.
Cognitive GANA DEs) to be Tested and Certified can produce “Claims Specifications
of Measurable Metrics/KPlIs and certain observable and verifiable outputs” on
what the Al Model can achieve under certain conditions during its operation

[ Idea of using the concept of a “Qualified Automated Test Component(s) or
System” that exhibits best quality Al capabilities, in testing comparable capabilities
of Al Component(s)/System Under Test

User Conference on A\ ( \
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The Standards People

Standardizable Metrics for Measurements and Assessments in
Testing and Certification of Al Models of Autonomic
Components/Systems

(J Stability of the Al Model
J Speed of Learning of the Al Model

J Speed of Decision-making cycle of the Al Model after receiving triggering
inputs

(J Speed of Convergence of multiple interacting Al Models/components in a
larger Al System

J Quality of Decision-Making of the Al Model

User Conference on ETsIf O\ A Proot of Concepl 9®=

9 T Advanced Automated Testing \ /



User Conference on E TS’ .// \\\
Advanced Automated Testing \\ //

STANDARDIZING THE TEST FRAMEWORK FOR ETSI GANA
COMPONENTS

A Generic Test Framework for Testing ETSI GANA Multi-Layer
Autonomics & their Al Algorithms for Closed-Loop Network
Automation
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Key Aspects and Status of the Framework I

(J Design Principles for Test Components/Systems for Testing GANA Multi-Layer
Autonomics Components
(d Conformance Testing of GANA Functional Blocks (FBs) and Reference Points

* Conformance Testing of the GANA Knowledge Plane (KP) DEs and their Reference
Points, and Test Data

* Conformance Testing of the GANA Knowledge Plane (KP) ONIX system and its
associated Reference Points, and Test Data

* Conformance Testing of the GANA Knowledge Plane (KP) MBTS and its associated
Reference Points, and Test Data

* Conformance Testing of the GANA Levels 2 and 3 DEs and their Reference Points, and
Test Data

JIntegration Testing of GANA FBs
J Performance Testing of individual GANA FBs

(1 Status of Standardization: TR will be produced in 2020/2021 to extend the early Draft
Generic Test Framework in ETSI EG 203 341 V1.1.1

User Conference on A\ ( \
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Types of testing and associated deployment phases of DEs

© All rights reserved

Advanced Automated Testing

\ 7

Type of Validation |Trustworthine |Certificatio |Test AF Test Test
Testing phase of [ss building n Phase Network |deployme |Network |Network
an AF phase for the AF |Deployme [nt and Operatio |Optimizatio
nt Phase [activation |n phase |n Phase
Phase
AF Testing
and Validation X X X
Conformance
Testing X X X
Interoperability
Testing X X X
Integration
and User X X X X
Acceptance
Testing of an
Adaptive
Network as a
whole
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The GANA MetaModel is an Assest to DE Implementers and Test
Developers

A GANA Instantiation onto a particular Implementation Environment oriented information
network architecture & its that can be associated to a specific GANA Component,
management and control architecture, e.g. Platform specific details such as protocols and
ETSITS 103 195-2 e.g. ETSI TR 103 404, ETSI TR 103 495, system functions that can be used by a specific GANA
and ETSITR 103473 V1.1.2. Component Implementationin its operations
ipus Input Input
GANA e )
A Enriched GANA | > A Enriched GANA
Output ‘Meta-Model (1) Input S Meta-Model (2)
Model - ‘
Process X: Creat (Skeletons) :
o Process Y: Use the ‘ Process Z: Use the Inputs
GANA Meta-Model 1 . . - :
Inputs (including output (including output from
from Process X) to Process X) to Enrich the
Enrich the GANA Meta- GANA Meta-Modelto a
Model to a Domain Platform Specific Meta
Specific Meta Model Model
Formal Description of the GANA Reference This beco.n:\es a GANA Meta-Model that is tailored This becomes a GANA Meta-Model that is tailored
Model described by ETSI TS 103 195-2, to a specific network domain defined by a specific to a specific network domain and is specific to a
using a language such as UML (Unified GANA Instantiation onto a particular network particular implementation environments and
Modeling Language) architecture and its associated management and Platforms of relevance to that network domain
control architecture
User Conference on 7\
o Ers.{ \ Af Proof of Concep!
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The GANA MetaModel is an Assest to DE Implementers and Test

Developers

Jr S TU lGNSIR_I,I.LI l E"IT

Classifier
T e =
| Class L «component» e ;
A 7] Cognition Module [cM) o =] I/KRepository
- 1"”{"1? 'ln/g 1 «interface»
rtertace @ COTPONEND @ e

1 :] Decision Element (DE)

Management Interface . ~1 B ,1
: Y Classier | |
— | ., idion-makino- p— \ |
et 1] 5Dec1s10n making o |DEDET | ‘ B i
2 CW Element (DE) VK v / || Other INT_ Interface
P (
Sisssssaunnen (mterface» “.‘ \ \
§ | Sublnterface o\
DE_ME((s) Interface . [\
Push) / \ |
IMZDE_SIR_mlﬂ:'ZDE_GNSIR_m PELM:‘_E_IJ“ :u:ﬂt): [ A
Monitor()
anterfacey | cinterface
GNSIR_| Sublnterface E | Sublnterface
etCpaiityescipton]; el
GetFiniteStateMachinef); R:ﬂf,‘fm{’g;f,e,
GetFaultErrorfailureAlarm(Causality Terminate{Time);
Modelf); Enforce,_Policy(Policy Specification);
GetFailureModesDescription(); De_activate_Policy(Policy Specification);
Snapshot {); Sef(VarList, Values);
Explain () Apply_Control_Strateqy(Executable

Behavioral Model specification)
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«interface»
DE2DE_| Interface | | r
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«interface»
DE2ME_E_| Sublnterface
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| «interface»
1/ | ME2DE_GNSIR | Subinterface
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«interface»
ME2DE_SIR_| Sublnterface
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INVITATION TO CONTRIBUTE TO A NEW WORK ITEM
LAUNCHED IN ETSI TC INT

Name of the Work Item: Al in Test Systems and Testing Al Models
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The Standards People

Scope & Expected Deliverables of the Newly Launched
Work Item in ETSI TC INT

 Artificial Intelligence (Al) in Test Systemes,

J Testing Al Models in General and the Testing ETSI GANA
Model's Cognitive Decision Elements (DEs)

J Generic Test Framework for Testing ETSI GANA Multi-Layer
Autonomics & their Al Algorithms for Closed-Loop Network
Automation

Contact: 5G PoC Leader and ETSI TC INT AFI WG Chairman: Dr. Tayeb Ben Meriem
(Orange): tayeb.benmeriem@orange.com

ETSI INT 5G PoC wiki: http://Intechwiki.etsi.org/; https://intwiki.etsi.org/index.php?title=Accepted PoC proposals

User Conference on le\ il it gt g@=

. S Advanced Automated Testing \ /



