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System Under Test

MindApps

Powerful industry applications

and digital services for asset
transparency and analytical insights

MindSphere

Open Platform as a Service (PaaS)
for scalable, global loT connectivity
and application development

MindConnect
Secured plug-and-play connection

of Siemens and third-party products,

plants, systems and machines
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Microservices
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RESTful API

J RESTful API

RESTful API @)

Credentials Tl T Request

u Session Info Respo nse”

Report Results to

— Test Flans

» Test Executions

¥ Test Suites

pa
Test Codes [ / \
—=> (
——
JNI TestNG
Java ,
starts tests over Gitlab Repesilory \ mocklto¢ )

Test Framework

Trigger with Schedules
or Deployments

RUNNER

—ATests

» Historical results

—> Defects / Logs / Evidences
Tests are linked lo fealures

YJIRA
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Correct Results

Pass Fail

Execution
Results

Pass No Problem Silent Horror

Resolving bugs early and often
reduces associated costs

10,000 X

1,000

100 %
1X &

Conception Design  Development Testing Release

g s found
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Test Smell Groups Test Smell Types
Flaky

Stability & Reliability Related Suite Dependent

-
Distortive

Eager Tests
Scope Related Limited Scope
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Duplication

Helper Classes

= _—
= ?E

User Conference on
Advanced Automated Testing

12 © All rights reserved



frcoeean ETSI(C—))\
UCAAT ()

The Standards People

Helper Classes

Before After |
myEntityResource = entityHelper.createEntity(entityMame, entityType,
final String entityName = "myEntity"; BOGEERERE A

final EntityParameters myEntityParameters = new EntityParameters ();
myEntityParameters.setName(entityName);
myEntityParameters.setTypeld(entity Type);
myEntityParameters.setParentld(parentEntityld);
myEntityParameters.setExtemalld("externalld");
myEntityParameters.setDescription(“description”);
myEntityParameters.setLocation(entityLocation);
myEntityParameters.setVariables(new ArrayList<>());
myEntityParameters.setAspects(new ArrayList<>());

EntityResource myEntityResource =
entityService.createEntity(myEntityParameters).getResult();

asserthothul L(MyENtityResource, "EntityResource object is null.");
awatt(erroressage) .pollDelay(d, Timelnit.SECONDS).
pollInterval (TRIAL INTERVAL SEC, Tinelnit.SECONDS).atMost(POLL_MINUTE COUNT,
TimeUnit.MINUTES).until(() -> entityService. getEntity(entityld,
null).getStatusCode() == HttpStatus.SC_OK);
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Retry Algorithms Flaky Tests

= Async Wait 173118

= Concurrency

= Test Order Dependency

- Resource Leak

= Network

= Time

=10

= Randomness

= Floating Point Operation i
%50 F. Palomba & A. Zaidman,
Does Refactoring of Test Smells

Induce Fixing Flaky Tests?,

2017 ICSME

= Unordered Collections
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00:30:48 request uri = "DELETE https://myservice/objects/myobject"
00:30:48 response result = "DELETE https://myservice/objects/myobject" returned a response status of 503 Service Unavailable"
00:30:48 response message = "{"errors":"message:Object could not be read over entity service."}"
00:30:48 1 .retrying process performed because of this -->
DELETE https://myservice/objects/myobject" returned a response status of 503 Service Unavailable"

00:30:58 request uri = "DELETE https://myservice/objects/myobject”
00:30:58 response result = "DELETE https://myservice/objects/myobject" returned a response status of 503 Service Unavailable"
00:30:58 response message = "{"errors":"message:Object could not be read over entity service."}"
00:30:58 2 .retrying process performed because of this --»
DELETE https://myservice/cbjects/myobject" returned a response status of 503 Service Unavailable"

00:31:08 request uri = "DELETE https://myservice/objects/myobject”
00:31:08 response result = "DELETE https://myservice/objects/myobject" returned a response status of 204 No Content

15
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Key Summary

QAGP-110562 Test Smells/INTEG_WithoutRetryMech-148
QAGP-110560 Test Smells/INTEG_WithoutRetryMech-147
QAGP-110558 Test Smells/INTEG_WithoutRetryMech-146
QAGP-110556 Test Smells/INTEG_WithoutRetryMech-145
QAGP-110546 Test Smells/INTEG_WithoutRetryMech-144
QAGP-110543 Test Smells/INTEG_WithoutRetryMech-143
QAGP-110538 Test Smells/INTEG_WithoutRetryMech-142
QAGP-110537 Test Smells/INTEG_WithoutRetryMech-141
QAGP-110534 Test Smells/INTEG_WithoutRetryMech-140
QAGP-110533 Test Smells/INTEG_WithoutRetryMech-139
QAGP-110531 Test Smells/INTEG_WithoutRetryMech-138
QAGP-110527 Test Smells/INTEG_WithoutRetryMech-136
QAGP-110525 Test Smells/INTEG_WithoutRetryMech-137
QAGP-110524 Test Smells/INTEG_WithoutRetryMech-135
QAGP-110522 Test Smells/INTEG_WithoutRetryMech-134
QAGP-110520 Test Smells/INTEG_WithoutRetryMech-133
QAGP-110516 Test Smells/INTEG_WithoutRetryMech-132
QAGP-110513 Test Smells/INTEG_WithoutRetryMech-131
QAGP-110505 Test Smells/INTEG_WithoutRetryMech-129
QAGP-110498 Test Smells/INTEG_WithoutRetryMech-130
QAGP-110495 Test Smells/INTEG_WithoutRetryMech-128
QAGP-110493 Test Smells/INTEG_WithoutRetryMech-127
QAGP-110400 Test Smells/INTEG_WithoutRetryMech-126

ving 1 to 23 of 23 entries

Status

First Previous l Next Last

Key
QAGP-110564
QAGP-110563
QAGP-110561
QAGP-110557
QAGP-110548
QAGP-110544
QAGP-110540
QAGP-110539
QAGP-110536
QAGP-110335
QAGP-110532
QAGP-110530
QAGP-110526
QAGP-110523
QAGP-110521
QAGP-110517
QAGP-110514
QAGP-110506
QAGP-110504
QAGP-110496
QAGP-110491

ring 11to 21 of 21 entries

WITH RETRY
Summary
Test Smells/INTEG_WithRetryMech-137
Test Smells/INTEG_WithRetryMech-136
Test Smells/INTEG_WithRetryMech-135
Test Smells/INTEG_WithRetryMech-134
Test Smells/INTEG_WithRetryMech-133
Test Smells/INTEG_WithRetryMech-132
Test Smells/INTEG_WithRetryMech-131
Test Smells/INTEG_WithRetryMech-130
Test Smells/INTEG_WithRetryMech-129
Test Smells/INTEG_WithRetryMech-128
Test Smells/INTEG_WithRetryMech-127
Test Smells/INTEG_WithRetryMech-126
Test Smells/INTEG_WithRetryMech-125
Test Smells/INTEG_WithRetryMech-124
Test Smells/INTEG_WithRetryMech-123
Test Smells/INTEG_WithRetryMech-122
Test Smells/INTEG_WithRetryMech-121
Test Smells/INTEG_WithRetryMech-120
Test Smells/INTEG_WithRetryMech-119
Test Smells/INTEG_WithRetryMech-118

Test Smells/INTEG_WithRetryMech-117
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Flaky Tests

Test History

@adl:l description

Disable Project

Test Result Trend
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#Eg
#71
#r3
#7G
#78
#20
#32
#24
#3G
#24

(just show failures) enlarge

User Conference on
17 ©Allrights reserved Advanced Automated Testing



Y | User Conference on
Advanced Automated Testing

Clean Up

@AfterMethod(alwaysRun = true)
Hpublic wvoid cleanUp() throws Exception {

logManager.logInfo("Cleanup started.");

= try {
logManager.logInfo("Clean up method for entities.");
entityHelper.cleanUp() ;

} catch (Exception e) {|

L

| try {
logManager.logInfo("Clean up method for files.");
fileHelper.cleanUp() ;
} catch (Exception e) {
logManager.logInfo("A problem occurred while file clean up:

ETSI7__\
\

The Standards People

Flaky Tests

logManager.logInfo("A problem occcurred while entity clean up: ", e);

r

n
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Annotations

@Test(groups = { TestGroups.SANITY,
TestGroups.ISTANBUL, TestGroups.EZ2E,
TestGroups.REGRESSION, TestGroups.Ul }, enabled =

true)
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Suite Dependency

i
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Test Cove rage Scope

Hub

Test Cases Test Cases Test Cases Test Cases

Node 1 Node 2 Node 3 Node 4
Firefox On Ubuntu IE On Windows Safari On Mac Android
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Test InplIt Scope
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COde Quality Fragile Tests, Distortive Tests, Structural Smells

endDoc = readerContext.DocBase + readerContext.BReader.MaxDoc;

if (o - . t= null)

[

I HANDLE_LEAK (2o
b MO_LOCK [121)

4 NRE (8)

MNRE Value scorer, which has null value, is dereferenced in method call scorer.DoclD{)
“  QueryRescorer.cs 90:33 Help [Suppress|Report FP|
declared at

QueryRescorer.cs 8820
Step 1: Condition hitUpto < hits.Lenath taking true branch.
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Make Use of Too

Java 544 ruies

All rules h by keywords

Disabling Spring Security's CSRF protection is security-
sensitive

@ Security Hotspet

Cookie domains should be as narrow as possible

@ Security Hotspot

Changing or bypassing accessibility is security-sensitive
@ Security Hotspot

Using non-standard cryptographic algorithms is security-
sensitive

@ Security Hotspot

Using pseudorandom number generators (PRNGs) is
security-sensitive

@ Security Hotspot

Formatting SQL queries is security-sensitive

@ Security Hotspet

String offset-based methods should be preferred for finding
substrings from offsets

@ Code Smell

"default” clauses should be last

@ Code Smell

S
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Fragile Tests, Distortive Tests, Structural Smells

Magic numbers should not be used & Code Smell @ Major

% brain-overload Avallable in - sonarlint somarqube | sonarcloud &)

A magic number is a number that comes out of nowhere, and is directly used in a statement. Magic numbers are often used, for instance to
limit the number of iterations of a loops, to test the value of a property, etc.

Using magic numbers may seem obvious and straightforward when you're writing a piece of code, but they are much less obvious and
straightforward at debugging time.

That is why magic numbers must be demystified by first being assigned to clearly named variables before being used

-1, 0 and 1 are not considered magic numbers

Noncompliant Code Example

/¢ Roncompliant, 4 iz a magic number

Compliant Solution

sonarqube\\\

Exceptions

This rule ignores hashCode methods.
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Action Resolves

Helper Classes Duplication

Polling Mechanisms Flaky Tests

Test History Flaky Tests

Clean Up Flaky Tests, Suite Dependency

Annotations Suite Dependency

Improved Coverage Scope Smells

Static Code Analysis Fragile Tests, Distortive Smells, Structural Smells
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