o | ] |
Test Automation in Industrial Automation e s

UCAAT 2013, 23rd October, Paris

Barath Kumar

INIT — Institute of Industrial Information Technologies, Lemgo, Germany

Shiraz Gilani
Fraunhofer IOSB-INA , Anwendungszentrum Industrial Automation

Lemgo, Germany

~Z Fraunhofer

10SB-INA



Why test automation is required in
Industrial automation

inTr

Institute Industrial IT

Due to problems in conventional manual testing:

« Costintensive

* Requires high effort

« Unproductive (time consuming)
« Often inadequate (error prone)

« Low coverage
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Objective .
i infl

Institute Industrial IT

To test :
* new control software of Programmable logic controllers (PLC)s
» modified PLC logic

* migrating Systems
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Test setup
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/O ProfiBus
Unit under PLC
Test
1/0 Ll PLC
PLC
Profinet
Profinet
1/O 1/O
PLC PLC

Plant

Manufactoring Automation setup
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Test setup
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/O ProfiBus
PLC
/O u PLC
Profinet
Profinet
/O I/0O
PLC PLC

Plant

Manufactoring Automation setup
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Test setup — Hardware in the the loop /nl,
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Environment
1/O ProfiBus
PLC
—
..... S o —{—1_Jric
: ~~—' Signal
Programmed using [} R |
conventional PLC Profinet
languages e.g. IEC -
Unit Under Test (UUT) /O
61131, C, etc. PLC PLC
\
Plant
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Case study: . T
Lemgo Model Factory (LMF) ind
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Industrial automation environment
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IO device

fieldbus

Hybrid
module
(Robot)

wiwd

—> Process behavior

Production
modules

gateway

PLCs

Conveyor
belt

—> Network behavior
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Industrial automation environment ml’
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Industrial automation environment ml’

Institute Industrial IT

\

~ Fraunhofer

10SB-INA



Industrial automation complexities ml’
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* Hybrid system nature
* Non-deterministic

 Timed nature (real-time systems)
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Pilot project: test focus .
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To identify:

» Logical Errors

« e.g.ifafunnelis blocked , does the PLC stop the conveyor belt?

* Timing Errors

« e.g.ifafunnelis blocked, does the PLC stop the conveyor in the
pre-defined duration?

* Plant Errors

* e.g.ifasensor is broken can the PLC still handle the plant
appropriately
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Pilot project framework
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Model

(Commercial tool)

!

Automation

(Our software)

Industrial

Adapter

Fieldbus

Test

Execution —

Engine
(Our Softw

are)

Test Generation
(Commercial tool)

=

Test Suite
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Model ”n-

Institute Industrial IT
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Model Il'm-

Institute Industrial IT

[iCounter == iCounterAfterMaxFull]/
iCounter = 0;
xSilo2MaxFlag = false;

this:Message[]/
O_xAspiratorl = true;

Statet

[else]/ this:Message[]/

O_xConveyorBelt = true;

[xFillTimeIsOver || I_xSilo1MinFull == false || I_xSilo2MaxFull == trug || I_xFunneliblocked == true]/

State8

this:Message[]/
O_xConveyorBelt = false; this:Message[]/
x5Start15ta3 = true;

xStalRunning = false;

State9
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Model

inTr
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Actuators signals

[iCounter == iCounterAfterMaxFull]/
iCounter = 0;
xSilo2MaxFlag = false;

this:Message[]/
O_xAspiratorl

Statet

[else]/

this:Message[]/
O_xConveyorBelt = true;

State8

this:Message[]/
0O_xConveyorBelt = false;

this:Message[]/
x5Start15ta3 = true;
xStalRunning = false;

g Aspirator 1

Conveyor Belt

Funnel 1

_xFunneliblocked

State9

Sensor signals
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Commercial tool generated test cases /nl’
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4 1 Message I=+0in 0.0
O_xAspiratorl true
O _xConveyorBelt true
LxFunnellblocked true
LxSilol MinFull true
Lx5Silol TeMinLevel true
LxSilo2MaxFull true
LxSiloZ2MinFull true
¥5tal Running true
st true
¥5ilo2MaxFlag true
*FillTimelsOver true
¥5tartl 5ta3 true
¥CycleReady true
L xlirPressureCi true
[ xKeySwitchOM true
wnitReadyStal_2 true
x5tartl Sta2 true
iCounter 0 (0D 0o ObO)
ICounterAfterbAaxFull 0 (020 000 0b0)
iStatel 0 (00 000 Ob0)
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Adapted test cases -
P inll
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4 1 Message I=iin | Generated_Test_Cases - Notepad - - — ’
O_xAspiratorl true \ | Fle Edit Format View Help
0_xConveyorBelt true %)11111111111111000; 1;31;11111111111111111000; 32;4; 11111111111111111000; 27; 30; 11111111111111111001; 6; 18; P
111111111111111000; 27; 49; 11111111111111111000; 27; 44;11111111111111111000; 60; 39;
LxFunnellblocked true 11111111111111111000; 50; 30;11111111111111111000; 25; 21;11111111111111111000; 24; 6; 11111111111111111001; 23; 27;
) ] 11111111111111111000; 57; 18;

LxSilolMinFull true 11111111111111111000; 51 16 10111111011111111000; 13; 44; 11111111011111111000; 13; 39; 11111111111111111000; 47; 11;

I 3Silal ToMinLevel ¢ 11111111111111111000;45;10;11111111111111111000; 13; 54; 11111111111111111000; 23; 26;11111111111111111001; 11; 45;

_allol Toblinleve rue 11111111111111111000; 6; 34;11111111111111111000; 18; 4;10111111111111111000; 23; 21; 00111111111111111000; 2; 57;

I xSilo2MaxFull true 11111111111111111000;13;1;11111111111111111000; 56; 25;

— 11111111111111111000;17; 38;11111111111111111000;42; 34; 11111111111111111000; 18;44; 11111111111111111001; 57; 44;

I xSilaZMinFull true 11111111111111111000; 3; 55;11111111111111111000; 4; 26;10111111011111111000; 49; 53;11111111011111111000; 34; 36;

- _ 11111111011111111000; 56; 58;10111111111111111000; 6;12; 10111111011111111000; 51; 23;11111111011111111000; 20; 22;

¥5tal Running true 11111111111111111000; 44; 31;11111111111111111000;49; 37; 11111111111111111000; 2; 4;11111111111111111001; 47; 11;
11111111111111111000; 9; 6; 11111111111111111000; 19; 32;10111111011111111000; 13; 44; 11111111011111111000; 44; 28;

st true fl1111111011111111000; 55; 36;10111111111111111000; 21; 51;10111111111111111000; 41; 24; 00111111111111111000; 573 7;

¥5ilo2MaxFlag true

¥FillTimelsOwer true

x5tartl Stas true

¥CycleReady true

L xlirPressureCi true

[ xKeySwitchOM true

wnitReadyStal_2 true

xStartl Sta? true

iCounter 0 (0D 0o ObO)

ICounterAfterbAaxFull 0 (020 000 0b0)

i5tatel 0 (0D 0o ObO) A
{4 n b
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Test execution
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Please Note: The following monitored values should be read as follows:
Pctual Values / Expected Values [Time of Arrival in milliseconds] ¥/N ; ..... H ——=> 'Overall Verdict'

Hint: 'Y' after the 'Arrival time' indicates that the 'real-time constriant' / 'Expected Values' were satisfied and 'N'

00010000000000010000011000000000000000000000000000000010000/00010000000000010000011000000000000000000000000000000010000
00101000000000000000111011111111000000000000000000011010000/00101000000000000000111011111111000000000000000000011010000
00101000000001000000111011111111000000000000000000011010000/00101000000001000000111011111111000000000000000000011010000
01101000000001000000111011111111000000000000000000011010000/01101000000001000000111011111111000000000000000000011010000
01101000000000000000111011111111000000000000000000011010000/01101000000000000000111011111111000000000000000000011010000
01101000000000000000111011111111000000000000000001111101000/01101000000000000000111011111111000000000000000001111101000
01101000000000000000111011111111000000000000000000011101000/01101000000000000000111011111111000000000000000000011101000
00101000000000000000111011111111000000000000000000011101000/00101000000000000000111011111111000000000000000000011101000
00101000000000000000111011111111000000000000000001111101000/00101000000000000000111011111111000000000000000001111101000
00000000000000010000011000000000000000000000000000000010000/00000000000000010000011000000000000000000000000000000010000
00010000000000010000011000000000000000000000000000000010000/00010000000000010000011000000000000000000000000000000010000
F-—-> TC 1 : 'PASS’

represents the contrary

[103] Y ;
[X97) ¥
[EI19]): ¥
[912] ¥ ;
[1200] ¥ ;
[20381] ¥;
[200] Y ;
[281] Y ;
[27712] Y;
[200] Y ;
[4831] Y ;
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Test verdict -
Irn 1
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PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; il Testcase 2 : Over All Verdict = PASS;
[PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; —-———D Testcase 3 : Over All Verdict = PASS;
PASS; PASS; PASS; PASS; PASS; PASS; PASS; FAIL; PASS; PASS; PASS; —— Testcase 4 : Over All Verdict = FAIL;
PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; T Testcase 5 : Over All Verdict = PASS;
PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; ——— Testcase 6 : Over All Verdict = PASS;
[PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; PASS; ————3 Testcase 7 : Over All Verdict = PASS;
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Logical errors - results
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Module ID Inserted Errors Detected Errors
1 24 16
2 24 14
3 42 27
4 88 53
5 36 22
6 122 108
7 48 34
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Timing errors - results
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Module ID

Error Log

1to7

Correctly detected errors

287

Undetected errors

36

False detection

51
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Plant errors - results
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Module ID Inserted Errors Detected Errors
1 10 4
2 11 4
3 14 6
4 3 0
5 10 4
6 46 17
7 11 5
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| am done ! ©
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