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THE	BIG	PICTURE

An	overview
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Provocative	statements

qAre	we	trying	to	do	better	than	today?
qAre	we	aiming	for	perfection	(zero	failures)
qAre	we	aiming	for	“good	enough”
qDo	we	limit	ourselves	to	what	we	“know”

The	choices	lead	to	very	different	outcomes/decisions



Feedback	Cycles



TOPOLOGY



General	ways	to	improve	testing	of	mobile	apps

1. Better	testing	[techniques]
2. Test	automation
3. Scaling	testing
4. Static	analysis	of	source	code	and	binaries.	
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Additional	sources	of	data	for	mobile	apps

Using	in-app	
mobile	analytics
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Mining ratings & reviews 
in mobile app stores

Mining crash analytics



Feedback

• Software	generated
• Consistent
• Ubiquitous
• Dry

• Machine	oriented
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Analogue
• People	generated
• Variable
• Sparse
• Rich
• Emotional
• Human	oriented

Digital



MOBILE	ANALYTICS

Testing	using	Mobile	Analytics
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Testing	based	on	analytics	data

• Popularity	&	volumes
• Locales
• User-flows,	activities,	etc.
• Crashes
Aims	include
• Fast	reproduction
• 1st-hand	learning	in	controlled	env.

Testing	based	on	information Testing	based	on	insights
• Delta’s	(rate	of	change)
• Crossing	thresholds
• Anomalies

Aims	include:
• Maximising	insights,	agility,	and	

ability	to	adapt	&	respond



Some	benefits	of	analytics	data

• No	longer	limited	to	what	“we”	think	“they”	need/do/etc.	
Discover	how	the	app	behaves	across	virtually	all	the	
population

• Lower	cost	of	operations

• Real	usage	can	help	drive	our	testing	and	analysis;	brings	
realism	to	our	testing



USE	ANALYTICS	&	HEATMAPS
An	overview
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Layers	of	an	App



Mobile	Analytics HPE	AppPulse	Mobile



Crash	analytics
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Pre-launch	automated	testing
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Heatmaps

Problematic	UI Heatmap

Source:	https://www.hotjar.com/heatmaps

“8	Heatmap	Tests	that	reveal	visitor	behavior.”

Images source: Appsee.com



TESTING	USING
MOBILE	ANALYTICS
Some	examples
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How	did	we	do?	&	What	next?
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A	basic	example

• Knowing	the	language	and	country	of	users	can	help	us	improve	our	testing
• Compare	with	the	languages	and	locations	we	expected	would	use	the	app	
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21
http://www.openstreetmap.org/#map=5/50.261/0.483

Where the testers were

Where the users were



Devise	new	tests

• Model	tests	on	ways	the	app	is	being	used	in-the-field
• Navigation	journeys	in	the	GUI
• Searching

• We	may	need	to	extrapolate	and	provide	extra	
parameters

• We	may	want	to	distort,	twist,	aggrandize	&	magnify	
to	test	beyond	the	current	uses	as	an	early-warning	
RADAR
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Test	Recommendation	Engine



ESTABLISHING	STRONG	FOUNDATIONS
Things	to	do	before	launch
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Test	the	mobile	analytics

• Mobile	analytics	need	to	earn	their	trust
• We	need	to	test	the	library,	reports,	and	other	
aspects,	in	order	to:	
• know	how	they	behave	&
• how	much	we	can	trust	them
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Test	the	components	
and	the	overall	service
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EXERCISE
Test	ideas	for	testing	mobile	analytics
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Some	test	ideas	for	mobile	analytics

• Test	the	mechanics:
• does	the	software	work?
• Can	I	trust	it	will	report	correctly	and	completely?
• Even	when	there	was	no	connectivity,	across	timezones	&	for	all	
locales	and	languages

• Is	it	useful?
• Does	it	allow	you	to	easily	report	the	information	you	need?
• Standard	&	custom	data

• Is	it	efficient?	Trustworthy?	Privacy	preserving?
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Divergent	answers	increase	doubt

* A	tale	of	two three	mobile	analytics	libraries
* (and	what	happens	when	bonuses	are	on	the	line…)

* Who	is	Responsible	(part	1)?



A	system	at	rest?



COMPLEMENTARY	APPROACHES
Can	improve	effectiveness	
and	cross	correlation
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Heuristic	Test	Oracles
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Similar apps

• Visual 

changes

• Timings

• Comparisons

For example: https://www.appdiff.com/



An	example	of	App	Store	Ratings

https://play.google.com/store/apps/details?id=air.com.inxpo.xpocast&hl=enhttps://itunes.apple.com/us/app/xpocast/id538003615?mt=8



An	example	of	App	Store	Reviews

https://play.google.com/store/apps/details?id=air.com.inxpo.xpocast&hl=enhttps://itunes.apple.com/us/app/xpocast/id538003615?mt=8



Worth	knowing	about	reviews
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Reviews affect the app ranking 
and the app store conversion. 
They are also critical for Search 
Engine Optimization.

Influence

Turn users’ input into 
innovation

Improve

Reviews have multiple 
dimensions which can be 
used to help measure the 
user experience.

Measure and 
Engage



Know	your	users

Parallel	Kingdom[2]

Regular	users	generate	2.5x	daily	
revenues

Custom	drink	feature	removed[1]

=> 1	star	feedback	ratings

Logos	©	respective	owners
[1]	example	from	App	Quality	book
[2]	example	from	Tale	of	Two	Apps



Kindle	App	for	iOS
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Kindle	App	for	iOS
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Reviews	for	Google	Connectivity	Services
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Google	Play	Developer	Console
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EXERCISE
Devising	test	ideas	from	reviews	in	the	app	store
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MACRO	PERSPECTIVE
Opening	up	the	subject	for	possible	future	works	
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THE	DARK	SIDE
Of	using	Mobile	Analytics
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Do	no	harm

http://www.vam.ac.uk/users/node/1777
A	Study	of	Third-Party	Tracking	by	Mobile	Apps	in	the	Wild
ftp://ftp.cs.washington.edu/tr/2012/03/UW-CSE-12-03-01.PDF

https://sourcedna.com/blog/20151018/ios-apps-using-private-apis.html

Palo Alto Networks WildFire has captured over 
18,000 Android apps that contain this library. 
(October 21, 2015)

http://researchcenter.paloaltonetworks.com/2015/10/chinese-taomike-monetization-library-steals-sms-messages/

Who is Responsible (Part 2)?



Beware	the	automation	bias

Automation	Bias	in	Intelligent	Time	Critical	Decision	Support	Systems
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.91.2634&rep=rep1&type=pdf

“When	presented	with	an	
automated	solution	40%	
of	pilots	reasoned	less	or	
none	at	all”



NECESSARY	BUT	NOT	SUFFICIENT
Listening	is	a	means	to	an	end
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Correlation?	Causation?	Appropriate?

From:	User	Interaction-based	Profiling	System	for	Android	Application	Tuning
Figure	©	ACM	



GAPS	IN	PUBLISHED	WORKS

Where	can	you	help?
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Possible	gaps	in	known	research

• Mapping	+	Matching	data	to	tests
• Sweet-spot	for	data	collection
• Granularity,	fidelity,	accuracy
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Mapping	&	Matching
What	are	the	relationships	between	analytics	data	&	the	tests?
Considerations:

• Semantics	of	data	available	to	test	inputs
• Known	fields:	known	to	the	programmers	e.g.	from	API	docs
• Defined	fields:	created	and	identified	by	the	programmers

How	can	external	data	be	mapped	&	matched	to	current	tests?
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https://analytics.google.com/analytics/web/#report



Sweet	spot	for	data	collection	&	retention
• Too	little	ain’t	enough
• Too	much	is	excessive	and	problematic
• Tradeoffs	for	amounts	between	these	limits
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Human Machine

Aspect Human Machine

PII,	Trust,	Safety Y

Transmission	costs Y

Client-side	performance Y Y

Server-side	performance Y



Granularity,	Fidelity,	Accuracy

• How	much	detail	do	we	need	to	find	value	in	the	data?
• How	closely	do	we	need	to	match	the	source	data
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https://commons.wikimedia.org/wiki/File:Resolution_illustration.png



Reducing	precision	to	protect	privacy

10km	x	10km	squares
From:	Capturing	Mobile	Experience	in	the	Wild:	A	Tale	of	Two	Apps

Figure	©	ACM	



FOREIGN	FIELDS

What	might	we	learn	from	
beyond	our	microcosm?
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Analytics	for	Software	Development
Engineering	Activity,	
Benchmarking,	Testing

Trends,
Defect	Reports	 Extrapolation

Software	quality	
models,	

bottleneck	analysis

Specification	
refinement,

asset	reallocation

Failure	prediction	
models

What’s happened? 
(Reporting)

What’s happening 
now? (Alerts)

What	will	happen?	
(Forecasting)

How	and	why	did	it	
happen?	

(Factor	analysis)

What	is	the	next	
best	action?	

(Recommendation)

What’s the best/worst 
that can happen?

(Modeling / Simulation)

Information

Insight

Past Present Future

http://research.microsoft.com/pubs/136974/foser-2010-buse.pdf



Quotes	from	medical	articles Possible	applications	to	testing	software

[1]	Perhaps	can	we	learn	from	medicine…

Better	testing	improves	the	health	
of	the	software	and	the	team,	
avoids	harm	and	eliminates	
wasteful	practices.

“High	Value	Care	improves	health,	
avoids	harms,	and	eliminates	
wasteful	practices.”

https://www.acponline.org/clinical-information/high-value-care



[2]	Perhaps	can	we	learn	from	medicine…

“1-Minute	Consults,	called	Smart	Testing”

Lightweight,	fast	assessments	can	help	improve	our	practices.

Quotes	from	medical	articles Possible	applications	to	testing	software

http://www.ccjm.org/?id=105745&tx_ttnews[tt_news]=369817&cHash=25e67e4e823dd22a9e41a94a7cd30202



Quotes	from	medical	articles Possible	application	to	testing	software

[3]	Perhaps	can	we	learn	from	medicine…

“The Smart	Testing	series examines	
scenarios	in	which	diagnostic	tests	
are	commonly	ordered	in	the	
absence	of	supporting	data.

The	articles	use	evidence-based	
recommendations	to	clarify	when	
testing	is	appropriate.	

Authors	are	encouraged	to	include	
specific	examples	of	testing	that	
may	be	excessive	or	harmful.”

Evidence	of	the	results	of	our	
testing,	including	assessments	and	
retrospectives	can	help	improve	
our	testing.	

Focus,	also,	on	discouraging	testing	
that	may	be	excessive	or	harmful.

http://www.ccjm.org/corporate-links/journal-info/instructions/smart-testing-instructions.html



[3]	Perhaps	can	we	learn	from	medicine…

“ACP	defines	High	Value	Care	as	
the	delivery	of	services	providing	
benefits	that	make	their	harms	
and	costs	worthwhile.	
Value	is	not	merely	cost.”

"The Institute of Medicine has 
estimated that $765 billion is 
wasted annually in the United 
States on care that provides 
no value to patients,"

Only	embark	on	implementing	and	using	stuff	
where	the	benefits	far	outweigh	the	potential	
harms	and	costs.	

Quotes	from	medical	articles Possible	applications	to	testing	software

https://www.acponline.org/acp-newsroom/smart-testing-tackles-chief-culprits-of-wasted-care-unnecessary-imaging-procedures-and-diagnostic



WHAT	NEXT?

Helping	you	to	get	started…
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READ THIS BOOK J

Questions now?

Questions later…
julianharty@gmail.com

http://themobileanalyticsplaybook.com/



Further	reading	and	research

Novel	Applications	of	Machine	Learning	in	Software	Testing	
http://dx.doi.org/10.1109/QSIC.2008.29

Automatic	and	Scalable	Fault	Detection	for	Mobile	Applications	
http://dx.doi.org/10.1145/2594368.2594377

Automation	Bias	in	Intelligent	Time	Critical	Decision	Support	Systems	by	M.L.	Cummings
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.91.2634&rep=rep1&type=pdf

Designing	and	Engineering	Time	by	Steven	Stow
ISBN	978-0-321-50918-5

Google	Analytics	for	Android	https://classroom.udacity.com/courses/ud876-2/
https://github.com/udacity/Analytics_and_Tag_Manager
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