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BIG DATA INTERPRETATION AND
CHALLENGES IN MOBILE NETWORK
TESTING

Benjamin Teke and Zoltan Elzer
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TESTING CHALLENGES
MOBILE TELEPHONY NETWORK

| WANT TO

3 MAKE A ~ YOU HAVE E

CALL SACALL o ,
> > ,What is in the network?

* Network elements \
* Separate software instances .

« Network
* Connection of network elements

* Communication according to
standards
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TESTING CHALLENGES
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TESTING CHALLENGES
TEST LEVELS IN MOBILE NETWORK DEVELOPMENT

* Focus on end-to-end
network

* Communication between
: network functions
Domain test . .
* Check interworking and
end-to-end behaviors
Product test

Software module test
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TESTING CHALLENGES
SOLUTION TEST <@

Load ggerators g

[ Test & operation }
framework

O—=

Simulators

— network
<>
Signaling
*J  messages Traffic capturing

User equipment and data collection
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BEYOND TESTING
AFTER TEST EXECUTION

« Automation of steps is required!

Test Monitoring Collecting data Real time/offline

execution the network analysis

Troubleshoot /
Repair

Focus

Automated analysis, troubleshoot
and repair based on collected data
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BEYOND TESTING
DATA COLLECTION

Network element reported Network element reported
performance data session records

 MB to GB / day * MB to GB / day

Network element internal logs Traffic capturing
 MB to GB / day * Multiple TBs /day

SUM data size: ,Small” VOLTE network = ~1-2 TByte/day

Example: 300+ application level messages per VoLTE call
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BEYOND TESTING
DATA COLLECTION — TRAFFIC CAPTURING

,How do we get the data?”

« Monitoring |
I

. o () ((:g, I
« Various points of the network RS )
. . Vi
« Collect signaling messages D~@ &)

e o o - -

nnnnnnnnnnnnnnn

 The gathered data
* Linear list of messages

* Not certainly in the expected
order

ccc
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CORRELATION - THE TRADITIONAL METHOD

No. Time Source Destinaticn Protocol Length Info
228 4.843066 10.196.84.6 10.196.21.2 S1AP/NAS-E 206 id-initialuEMessage, Attach request, PDN connectivity request
229 4,845876 10.196.14.7 10.196.48.81 GTPV2 328 Create Session Reguest
230 4,867842 10.196.48.81 10.196.14.7 GTPV2 170 Create Session Response
235 4.904409 10.196.21.2 10.196.84.6 S1AP/NAS-E 306 id-Initialcontextsetup, InitialcontextsetupRequest
243 4,964386 10.196.84.6 10.196.21.2 S1AP 126 id-uEcapabilityInfoIndicationuecapabilityInformation
248 5.004145 10.196.84.6 10.196.21.2 S1AP 106 id-InitialContextSetup, InitialContextSetupResponse
250 5.044712 10.196.84.6 10.196.21.2 S1AP/NAS-E 126 id-uplinknasTransport
251 5.045572 10.196.14.7 10.196.48.33 GTPVZ 81 Modify Bearer Reqguest
252 5.046907 10.196.48.33 10.196.14.7 GTPV2 93 Modify Bearer Response
253 5.063378 10.196.21.2 10.196.84.6 S1AP/NAS-E 134 sack id-downTinknasTransport
261 5.173910 10.196.84.6 10.196.21.2 S1AP/NAS-E 162 id-uplinkNasTransport
262 5.175137 10.196.14.7 10.196.48.33 GTPV2 299 Create Session Reguest
263 5.196283 10.196.60.130 10.196.7.67 DIAMETER 842 cmd=Credit-control Request(272) flags=RP-- appl=3GPP GX(167772:
264 5.212373 10.196.7.67 10.196.60.130 DIAMETER 546 cmd=Credit-Control Answer(272) flags=-P-- appl=3GPP Gx(1677723f
266 5.213256 10.196.48.33 10.196.14.7 GTPV2 226 Create Session Response
268 5.227379 10.196.21.2 10.196.84.6 S1AP/NAS-E 238 1d-E-RABSetup, E_RABSeTUpRequest
274 5,264225 10.196.84.6 10.196.21.2 slap 106 id-E-RABSetup, E_RABSetupResponse
275 5.264339 10.196.84.6 10.196.21.2 S1AP/NAS-E 122 id-uplinkNASTransport
277 5.265156 10.196.14.7 10.196.48.33 GTPV2 81 Modify Bearer Request
278 5.266300 10.196.48.33 10.196.14.7 GTPV2 93 Modify Bearer Response
291 5.451528 10.248.0.8 10.196.29.129 SIP 970 Request: REGISTER sip:ims.mnc080.mcc262. 3gppnetwork.org (1 bir
292 5.454446 10.196.7.41 icscfo0l. Tmera. ericsIP 1260 Request: REGISTER sip:ims.mnc080.mcc262.3gppnetwork.org (1 bir
293 5.457131 10.196.7.37 10.196.39.7 DIAMETER 530 cmd=User-Authorization Request(300) flags=RP-- appl=3GPP Cx(167
311 5.625923 10.196.39.7 10.196.7.37 DIAMETER 374 cmd=user-authorization answer(300) flags=-P-- appl=3GPP Cx(1677
318 5.629996 JcscfOO0L. Imera.ericscscf002. Tmera.ericSIP 214 Request: REGISTER sip:scscf002. Imera.ericsson.se:5060 (1 bindi
321 5.634563 scscf002. Tmera.ericl0.196.7.7 DIAMETER 530 cmd=Multimedia-Auth Request(303) flags=RP-- appl=3GPP Cx(16777:
331 5.853035 10.196.7.7 scscf002. Tmera. eric DIAMETER 606 cmd=Multimedia-auth answer (303) flags=-pP-- appl=3ePP Cx(1677721
5.854603 scscf002. Imera.ericicscf00l. Tmera.ericSIP s: 401 Unauthorized |
5.855656 dicscfO0l.Imera.ericl0.196.7.41 401 unauthorized |

. 858160
122634

10.196.29.129
10.24R.0.8

: 401 unauthorized |
Request: RFGTSTER sin:ims.mnc0R0.mcc?62. Ionnnetwork. ora

5
5]

10.196.29.129 STR 1334 M hir

4]

@ Frame 228: 206 bytes on wire (1648 bits), 206 bytes captured (1648 bits)

Ethernet II, 5rc: MS-NLE-PhysServer-02_07:17:e8 (02:02:00:07:17:e8), Dst: Ericsson_ed:ad:2b (3c:19:7d:ed:ad:2b)
Internet Protocol version 4, src: 10.196.84.6 (10.196.84.6), Dst: 10.196.21.2 (10.196.21.2)

Stream Control Transmission Protocol, Src Port: x2-control (36422), Dst Port: sl-control (36412)

51 application Protocol

BHEHEH

FIND is the keyword

Incoming data
* No structure
 Flows can overlap

Troubleshooting
« Time consuming
* Proneto errors
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Protocol Length_ Info
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205 Actach request, PO
328 create Session Request

170 create Session Response
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5,796,212 Clo.196.21.2)

K
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Correlated data
« Assembled flows

« With grouping and

filtering options

Placed in the network

app1
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STRUCTURING THE DATA
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BEYOND TESTING
CORRELATION — SIMPLIFIED WORKFLOW

Intra-protocol
correlation

Inter-protocol Connect flows
correlation to end-user

Forming the
input
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BEYOND TESTING
CORRELATION — BIG DATA PROCESSING

Forming the
input

Intra-protocol
correlation

Inter-protocol
correlation

Connect flows

to end-user

 The tasks can be a separate services
* Services can run parallel or pipelined parallel
* Multiple instances can be started

* Real-time processing is achievable
* Micro-batch processing
e Same algorithm for offline and online processing

’Information must be correlated”

26-28/10/2016

12 © All rights reserved

User Conference on >
Advanced Automated Testing ol

ERICSSON



4 th User Conferenceon ETS’/‘// \\\\
m Advanced Automated Testing ‘\\\, ////

BEYOND TESTING
BIG DATA FRAMEWORKS — WHAT DO WE USE?

 Own platform

* Helps to develop, test, maintain applications using Big Data
technologies

* Gathers open source frameworks JY
SAPACHE F
» Used frameworks

* Processing: Hadoop MapReduce, Apache Storm, Apache Spark
* Messaging: ZeroMQ, Apache Kafka
* Misc.: Hadoop HDFS, Apache HBase, Apache Phoenix )

APACHE

STORM"

&3 kafka
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ceXAMPLE

VoLTE Call reference call-flow type [ Error

Sequence chart Latency chart Events User identifiers
A A
MM Tel
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Protocols
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Focus on end-to-end Automation of data
system behavior and drill collection, analysis and
down to the details troubleshooting

Multi-stage correlation to :
) Common solution for
parallelly process diverse

data offline and online analysis
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QUESTIONS & ANSWER

Thank you for your attention.
COME AND SEE OUR DEMO
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