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Why do test-based risk 7
assessment? S

Unlikely ,,., Possible _ _  Likely

0:1 100: 1
High
- Unacceptable
Medium
- Acceptable
Low

Risk 1: (Possible, Low) = ([20:1, 50:1], Low)
Risk 2: (Likely, Medium) = ([50:1, 100:1, Medium)
Risk 3: ([10:1, 40:1], High)
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Step I: CAPEC instances to generic 7
risk models ST

NERE e (CAPEC-34, HTTP Response Splitting)

Typical likelihood  of §\Y/=eI%hg
exploit

AN e lersi e el o (Execute unauthorized code or commands, {Confidentiality,
consequences Integrity, Availability}),
(Gain privileges / assume identify, {Confidentiality})

(High, High, Low)

oA TR R CWE-113 Improper Neutralization of CRLF Sequences in HTTP
weaknesses) Headers ('HTTP Response Splitting'),

CWE-697 Insufficient Comparison,

CWE-707 Improper Enforcement of Message or Data
Structure,

CWE-713 OWASP Top Ten 2007 Category A2 - Injection Flaws

@AISIEIN] RASEN - 316853 4



Step I: CAPEC to generic risk

model

e
SEVENTH FRAMEWORK
PROGRAMME

Typical likelihood of exploit

T

CWE-713: OWASP Top Ten 2007 Céhgory
CWE-707

=ction Flaws G

o

oper Enforgément of Mesgage or Data Structure 5

4

— edium
C-34: HTTP Response CAPEC-34: HTTP Responsk
Sphittrg Splitting successful
Attacker [iHigh] (]

CWE-697: Insufficient Comparison G

CWE-113: Improper Neutralization of CRLF Seg

CWE ID (Related weaknesses)
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Execute unauthorized code

commands due to CAPEC-34
attack

(]

H
%Vntegrity

Low
‘

Availability

Gain privileges / assume identify

due to CAPEC-34 attack
(]

High

—
High
Confidentiality

ences in HTTP Headers ('HTTP Response Splitting')

Attack motivation consequences



Step Il: Risk model refinement

SEVENTH FRAMEWORK

PROGRAMME
CWE-713: OWASP Top Ten 2007 Cafégpry A2 - Injection Flaws G Execute unauthorized code or
CWEA797: Improper Enforgément of Message or Data Structure commands due to CAPEC-34
attack
.CAPEC-34: HTTP Response .CAPEC-34: HTTP Response 0
Low

Splitting successful

Splitting
a0

[iHigh]

CWE-697: Insufficient Comparison G

CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers ('HTTP Response Splitting')

G CAPEC-62

Gain privileges / assume identify
due to CAPEC-34 attack Avallablhty
1

p High
Moedify application data due to High
CAPEC-62 attack .
0 igh

opffidentiality
High

Attacker

ite Reques]
Forgery (aka Session Riding)
successful

1

Read application data due to
CAPEC-62 attack
tMedium 1

L.CAPEC-62: Cross Site Request
Forgery (aka Session Riding)
[iHigh]

e igh
- "
- High
o
CWE-352: Cross-Site Request Forgery (CSRF) Gain privileges / assume identify
due to CAPEC-62 attack Integrity

1
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Step Il: Risk model refinement ]

SEVENTH FRAMEWORK
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. _— G Execute unauthorized code o‘r‘%/“\g tligh Attacker gains unauthorizgd
CWE-713: OWASP Top Ten 2007 Category A2 - Injection Flaws | commands due to CAPEC-34 access to core data base with
CWE~707: Improper Enforgément of Message or Data Structure attack customer data

! / 0 0
L.CAPEC-34: HTTP Response eMediym .CAPEC-34: HTTP Response
plitting a Splitting successful o
[iHigh] /' ' 0 fiflentiality

Gain privileges / assume identify

6 G : due to CAPEC-34 attack
0]

CWE-697: Insufficient Comparison
F CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers ('HTTP Response Splitting'’)

tlow

Attacker causes service
unavailability

1

Attacker o i 'ﬁ/ egrity
Gain privileges / assume identify
. due to CAPEC-62 attack tlow edium
CWE-664: Iproper Control of a Ré"sa,y_lrce Through i Liketime 1]
tMedi
E-716: QWASP Top Ten"2Q07 CategQ:ry A5 - Cross Site Request Forgery (CSRF) .
1 : 1 ‘i tHigh \ Medium
L.CAPEC-62: Cross Site Request Forpic—?:l‘(a Sessi;:\eR'?celg\u ) tMedium| [Modify application data due to Attacker gains unauthorized ‘
Forgery (ak 28 ion Riding) N gery successful 9 CAPEC-62 attack access to user data
[iHigh] S 0 l 1 Availability

tMedium

/"'..‘-
G CWE-732: Incorrect Permission Assignment for Critical Resource

CWE-352: Cross-Site Request Forgery (CSRF) tMediu Read application data due to
CAPEC-62 attack

1
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Step Il Risk model refinement _7;
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0:1

High

.
Medium

Low

Unlikely ,, ., Possible _ . Likely

100:1

. Unacceptable
- Acceptable

R1: Attacker gains unauthorized access to core data base with
customer data

R2: Attacker causes service unavailability

R3: Attacker gains unauthorized access to user data
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lll: Test procedure derivation

semi-automated

QE——

SEVENTH FRAMEWORK

PROGRAMME

® e

CWE-713: OWASP Top Ten 2007 Ca."fégpry A2 - Injection Flaws |
CWE~707: Improper Enforgement of Message or Data Structure

/

L.CAPEC-34: HTTP Resyf
Splitting
[30.0:1.0, 1000.0:1.0]

CWE-697: Insufficient Comparison G

(\PEC-34: HTTP Response
Splitting successful
[0.003:1.0,1.0:1.0]

(02001, 08011

¥

Attacker

©

CWE-664: Inproper Control of a Ré'éo,_urce Through igﬁme

CWE-716: OWASP Top Teﬁ"~2907 Categairy A5 - Cross Site Request Forgery (CSR|

"CAPEC-62: Cross Site Reque
(aka Session Riding)
[30.0:1.0, 1000.0:1.0]

[0.03:1.0,100.0:1.0]

sCWE-BZ: Incorrect Permission Assignment for Critical Resource
CWE-352: Cross-Site Request Forgery (CSRF)

AlS E|N

CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers ('HTTP Response Splitting')

[01,025

[01,0.

Read application data due to
CAPEC-62 attack
[0.003:1.0, 25.0:1.0]
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Execute unauthorized code or [0.25,0.5] Aliackengais unauthorizgd
commands due to CAPEC-34 access to core data base with
attack customer data
(3.0E-4:1.0, 0.25:1.0] [7.5E-5:1.0,0.125:1.0]
Gain privileges / assume identiX
S due to CAPEC-34 attack 0.0,01]
[3.E-4:1.0,0.25:1.0]
Attacker causes service
unavailability
[0.0:1.0, 2.525:1.0]
Gain privileges / assume identify
due to CAPEC-62 attack 0,01]
[0.003:1.0, 25.0:1.0]
0.25,0.5]
0.25/0.5
Attacker gains unauthorized
. . 0.25,4.5 access to user data
Modily Spplcation data due o [ ' pse410,25510]
[0.003:1.0, 25.0:1.0] 10.25]

0.1, 0.25]

Confjdentiality

Medium

®

Availability



lll: Test procedure derivation 7
(semi-automated) -~

Test procedure Sensitvity Effort

Check that Cross Site Request Forgery (aka Session Riding) leads  2.138E-4 1 day
to Cross Site Request Forgery (aka Session Riding) successful with

conditional likelihood [0.001, 0.1], due to vulnerabilities OWASP

Top Ten 2007 Category A5 - Cross Site Request Forgery (CSRF),

Incorrect Permission Assignment for Critical Resource, Cross-Site

Request Forgery (CSRF) and Improper Control of a Resource

Through its Lifetime.

eck tha esponse Splitting Ieads to esponse 3. I52E-8 T day
Splitting successful with conditional likelihood [1.0E-4, 0.001],
due to vulnerabilities Insufficient Comparison, Improper
Neutralization of CRLF Sequences in HTTP Headers (‘"HTTP
Response Splitting'), Improper Enforcement of Message or Data
Structure and OWASP Top Ten 2007 Category A2 - Injection
Flaws.
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Conclusion _7;
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= \WWe have presented a method for risk-based test
procedure derivation

= \We believe that the method

= reduces the effort of making the risk model (since

much of the process is automated by transformation
from CAPEC)

= produces a risk model which is suitable for test
identification

= provides a sound basis for test prioritization
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